TECHNICAL ISO/TS
SPECIFICATION 21177

First edition
2019-08

Intelligent transport systems —

ITS station security services for

secure session establishment and
authentication between trusted devices

Reference number
ISO/TS 21177:2019(E)

©1S0 2019



ISO/TS 21177:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © IS0 2019 - All rights reserved



ISO/TS 21177:2019(E)

Contents Page
0 WS40 o S vi
0 0 000 0 1D ot 0 ) 00000 vii
1 SOOI ... 1
2 NOIIMATIVE TEEETEIICES ...........ooooooeeee oo 1
3 Terms AN AefINETIONIS ... s s 1
4 Symbols and abbreviated terms... 2
5 OVEITVICW ....oooooooeeoeeeeee oot s 2228552285088
5700 €0 Y= £
5.2
53 Cryptomaterial NANAIES ...
5.4 LTSS 1) o T8 0 D EF= 36 o 5 = OO
5.5 Access control and authorisation state
5.6 Application level non-repudiation...........c......
5.7 Service primitive conventions ...
6 Process flows and SeqUenCe dIa@IaAIS. ...
6.1 [T 010 = |
6.2 Overview of process flows.........cccoccsnns
6.3 Sequence diagram conventions
6.4 Configure......
6.5 Start Session
6.6 Send data.......eerreseeree,
6.7 Send acCeSS CONTIOL PDU.....ooooooooieeeeeeeeeeeeeeeeeeeeeeeeeeeeees s eessssssssssss s ssssssssssesseeees s ssssssssssssseeesss s
6.8 RS0 <3 A48 0
6.9 Secure connection brokering...
L E 00 TR €7 Y= 3
0.9.2  PIEIEQUISITES ...oooioicieiiiiiie s
6.9.3 OVEIVIEW ...
6.9.4  Detailed specification ...
6.10 Force end SeSSiON.........ccccccccevveeeeeoosissscccceeoeeeeeeeeeessssess
6.11 Session terminated at session layer
6.12  DeactiVate ...
6.13  SECUIE SESSION EXAMIPIE ..o et
7 Security Subsystem: interfaces and data types
7.1 (0TS 111 = | FO
7.2 Access control policy and state..........cce
7.3 Enhanced authentication...........ccccoecc.e
7.3.1  Definition and poSSIDIE STALES ...
7.3.2  States for owner role enhanced authentication...........ccccccccioccccccccceeeeeeeeesee
7.3.3  State for accessor role enhanced authentication
7.3:4  USE DY ACCESS COMEIIOL....ocooiiiiieii sttt
7.3.5  Methods for providing enhanced authentication..............cccssen 42
7.3.6  Enhanced authentication using SPAKE2..............cc......
7.4 Extended authentication ...
7.5 Data types....csrenn
7.5.1  General...
7.5.2 Imports
7.5.3 15021177 AcceSSCONLIOIPAU ......occooccoeeeceeeeeeeeeeeeeeee e
7.54  ACCESSCONTIOIRESUIL ....oooooioeeeeeeeeeeeeeeseeeeee e
7.5.5  ExtendedAuthPdu.......
7.5.6  ExtendedAuthRequest............
7.5.7 InnerExtendedAuthRequest......

7.5.8  AtomicExtendedAuthRequest

© 1S0 2019 - All rights reserved iii



